PETI'JIAMEHTDBI PABOTbI

0 3aIyCKY U O0OHOBJICHUIO AHTMBHUPYCHOI'0 MPOrPAMMHOI0 o0ecredeHnst

B kauecTBe ucToUHHKA Yrpo3 HHOOPMAITMOHHON 0€30MMaCHOCTH MOXKET BBICTYIIATh YEIIOBEK
00 TPYIINa JI0JIEH, a TAKKE HEKHUE, He3aBUCAIIUE OT JIEATCILHOCTH YeJIOBEKA, MPOSIBJICHUSI.
Hcxons U3 3T0ro, Bce HICTOYHUKU YIPO3 MOXKHO pa3/ieIuTh HA TPU TPYIIIbL:

e Yenoseueckuii pakTop. [laHHasA rpynna yrpos ceAsaHa C AeNCTBUAMM YeIOBEKa, UMEIOLLLErO
CaHKLMOHMPOBAHHBIN UM HECAaHKLMOHUPOBaHHbIN A0CTYN K nHbOopMaLmnn. Yrposbl 3Tl rpynnbl
MOHO Pa3de/nThb Ha:

e gHewHUue, K HUM OTHOCATCA AeNCTBUA KUBep-NpecTynHNKOB, XakepoBs, MHTEpPHEeT-
MOLLEHHWNKOB, He406POCOBECTHbIX NAPTHEPOB, KPUMMHA/bHbIX CTPYKTYP.

e gHYmMpeHHUe, K HUM OTHOCATCA AeMCTBMA NePCoHana KOMNaHWUIA, a Takxke
no/ab3oBaTesiei LOMALLHUX KOMMbIOTEPOB. [efcTBMA AaHHbIX 04el MOryT BbiTb Kak
YMbILWNEHHbIMM, TaK U CAYYaiHbIMU.

e TexHuueckuii pakTop. dTa rpynna yrpos cBA3aHa C TEXHMYECKMMM Npobaemamm — pU3NYECKOE U
MOpasibHOe YCTapeBaHMe UCNo/b3ytoLerocs 060pya0BaHUA, HeKauyecTBeHHble NPorpaMmMHbIe 1
annapaTHble cpeacTsa 06paboTkn nHbopmaumn. Bece aTo npmBoAUT K OTKasy obopyaoBaHMA U
3a4acTyto noTepun MHbopmaLunu.

e  CTnxuiHblii paKTOop. ITa rpynna yrpo3 BKAOYAET B cebA NpMpoaHbIe KaTaKAN3MbI, CTUXUIHbIE
6eacTema U npoyne Gopc-maskopHble 06CTOATENLCTBA, HE3aBUCALLME OT AeATE/IbHOCTU NI0AEN.

Bce Tpu nctounuka yrpo3 Heo0X0IMMO 0053aTeIbHO YYUTHIBATh MIPH Pa3paboTKe CUCTEMBI
3amuThl THHOPMAITMOHHON O€30TTaCHOCTH.

Pa3BuTHEe COBpEMEHHBIX KOMITBIOTEPHBIX TEXHOJOTHUH U CPEJCTB CBA3U JAET BO3MOKHOCTh
3JIOYMBIIUIEHHUKAM HCIIOJIb30BaTh PAa3JIMYHbIE HCTOUHUKH PACIPOCTPAHEHUS YIPO3.
PaccmoTpum ux moapoOHee:

HNurepuer

['moGanbHast ceTb IHTEpHET yHUKANIbHA TEM, YTO HE SIBJISIETCS YbEH-TO COOCTBEHHOCTHIO U HE
UMEET TePPUTOPUATHHBIX TPAHUII. ITO BO MHOTOM CIIOCOOCTBYET Pa3BUTUIO MHOTOUHCICHHBIX
BeO-pecypcoB u 0OMeHy nHpopmaruei. Ceituac 1000 4eT0BEK MOXKET MOJIYIUTh JOCTYII K
JIaHHBIM, XpaHsaumMcs B IHTepHeTe, WK co3/1aTh CBOM COOCTBEHHBIN BEO-pecypc.

OpaHako 3TH k€ 0COOCHHOCTH II100aIbHOM CETH MPEIOCTABIIAIOT 3I0yMBIIITICHHUKAM
BO3MOXKHOCTh COBEPIIICHUS MTPeCcTyIUIeHni B IHTepHeTe, MPU 3TOM 3aTPyAHSSI UX OOHApYKEHHE
1 HaKa3aHue.

3MOYMBIIIJICHHUKY Pa3MeNIaloT BUPYCHI U JPYTHE BPEIOHOCHBIE IIPOTpaMMBbl Ha BeO-pecypcax,

"MacKupyroT" WX MOl T0JIE3HOE U OecriaTHOE mporpaMMHoe obecrieuenne. Kpome Toro,



CKPMIITBI, aBTOMaTHUYECKH 3aIlyCKaeMble NPH OTKPHITUH BEO-CTPAaHHIIbI, MOTYT BBIIOJIHATh
BPEJOHOCHBIE ICUCTBUS Ha BallleM KOMIIBIOTEPE, BKIIIOYAs U3MEHEHUE CUCTEMHOTIO peecTpa,
Kpa)Xy JINYHBIX IaHHBIX U YCTAaHOBKY BPEJOHOCHOTO ITPOrPaMMHOI0 00ECIIeUEHN .

Hcnosnb3ys ceTeBble TEXHOJIOTHH, 37I0YMBIIUICHHUKH PEAIN3YIOT aTaK! Ha YJAJICHHbIE YaCTHbIE
KOMIIBIOTEPBI U CEpBEpa KOMITAHUN. Pe3yIbTaTOM TaKMX aTaK MOYKET SIBJISITHCS BHIBECHHUE
pecypca U3 cTposi, oJIyueHHEe MOJTHOTO JA0CTYIa K pecypcey, a, ciaeloBaTelbHO, K HH(POpMAIINY,
XpaHALIEMCS] Ha HEM, UCTIOJIb30BaHUE pecypca Kak 4acTH 30MOU-CETH.

B ¢Bs3U € OSBICHUEM KPEIUTHBIX KapT, JIEKTPOHHBIX ACHET U BO3MOXKHOCTBIO HX
UCIOJIb30BaHus uepe3 VHTepHeT (MHTepHeT-Mara3uHbl, ayKIUOHBI, IEPCOHAIbHbIE CTPAHUIIbI
OaHKOB H T.JI.) UHTEPHET-MOILICHHUYECTBO CTAJIO OAHUM U3 HanboJjee pacipoCTpaHEeHHbBIX
MIPECTYIICHUN.

HNurpaner

WHTpaHeT — 3TO BHYTPEHHSS CETh, CIIELHAIbHO pa3paboTaHHas Ul ynpaBieHus HH(opmMaruei
BHYTPHY KOMIIAaHUU WJIH, HAIIPUMEP, YACTHOU JOMAIIHEH ceTU. VIHTpaHeT SBIsAETCs €AUHBIM
IIPOCTPAHCTBOM JIJIsl XpaHEHHsI, 0OMEHa U J10CTyIa K HH(OpMalLUU AJI BCEX KOMITbIOTEPOB CETH.
[TosToMy, ecnu kakoi-11M00 U3 KOMIIBIOTEPOB CETH 3apaKEeH, OCTAIbHbIE KOMIIbIOTEPHI
MOJBEPraroTCcs OrPOMHOMY PHUCKY 3apaxeHus. Bo n3bexaHue BOSHUKHOBEHHUS TAKUX CUTYyalui
HE0O0XO0JMMO 3aLUIIATh HE TOJIBKO MEPUMETP CETH, HO U Ka)KJbli OTIEIbHBIH KOMIIBIOTED.
DJIeKTPOHHAS MOYTA

Hanuune no4ToBBIX NPWIOKEHNN IPAKTUYECKH HA KaXI0M KOMIBIOTEPE, @ TAKXKE TO, YTO
BPEIOHOCHBIE IIPOrPAMMBI ITOJIHOCTBIO UCIIOJIB3YIOT COAEPKUMOE dJICKTPOHHBIX aJPECHBIX KHUT
JUTSL BBISIBIICHUSI HOBBIX KEPTB, 00€CIIEUNBaET OIaronpuATHBIC YCIOBHUS JIJIsl pAaCTPOCTPAHEHHUS
BPEIOHOCHBIX NporpaMM. [lonbp30Barens 3apaKe€HHOT0 KOMIIBIOTEPA, CaM TOTO HE MO103pEBas,
pacchUIaeT 3apakKeHHBIE IMCbMA afpecaTaM, KOTOPBIE B CBOIO 04epeab OTIPABIISAIOT HOBBIE
3apakKeHHbIe MUchbMa U T.1. Hepenku ciryuau, Korja 3apaXeHHbIH (ailyi-10KyMEHT 10 IpUYrHE
HEIOCMOTpA MONaIaeT B CHMCKH PaCcChUIKA KOMMEPUYECKOH nH(pOpMaINK KaKoi-Tu00 KpYyITHOM
KOMIIaHuU. B 3TOM cityuae cTpagaroT He ISTh, @ COTHU WIN 1aXKe ThICAYH aOOHEHTOB TAKUX
pacchlIOK, KOTOPBIE 3aT€M Pa3OLLIIOT 3apakeHHbIe (ailiibl AecATKaM ThICSYaM CBOUX
A0OHEHTOB.

[ToMuMO yrpo3bl MPOHUKHOBEHUS BPEJOHOCHBIX MPOTPaMM CYIIECTBYIOT Ipo0emMa BHEIIHEH
HE)KEJIaTeJIbHOM MOYTHI PEKJIAMHOT0 XapakTepa (cnama). He gBiisisicb HICTOUHUKOM IPSMOK
YIPO3bl, HEXKEJIaTeIbHasl KOPPECTIOHICHIIUSI YBEIIMYMBAET HArpy3Ky Ha IIOYTOBBIE CEPBEPA,
CO3J1aeT JOIMOJHUTEIbHBIN TpadUK, 3acOpsET MOUYTOBBIH SIIUK M0JIb30BATEN, BEAET K OTEpe

pa6oqer0 BpPEMCHU U TCM CAMBIM HAHOCHUT 3HAYUTEIbHBIN (I)I/IHaHCOBHﬁ YPOH.



Takxke Ba)KHO OTMETHUTb, YTO 3JI0YMBIIUICHHUKH CTaJId UCIIOJIb30BaTh TaK HAa3bIBAEMBIC
CIIAMEPCKHE TEXHOJIOTMU MaCCOBOI'0 PACIPOCTPAHEHHS U METO/IbI COLIMAIIBHOIO MHKUHUPHUHTA,
YTOOBI 3aCTABUTH MOJIb30BATEINS OTKPHITh MHUCbMO, IEPENTH 110 CCHUIKE U3 MHUCbMa Ha HEKUN
UHTEpHET-pecypc U T.1. 13 3T0ro cnexyer, 4To BO3SMOKHOCTH (DPUIBTPALIMU ClIaMa Ba)KHbI HE
TOJILKO CaMH 110 cebe, HO U JUIsl TPOTHBOJAEHCTBUS HEKOTOPHIM HOBBIM BHUJIaM UHTEPHET-
MOIIICHHUY€ECTBa (HarpuMmep, GUILNHTY), @ TAKKE PacpOCTPaHEHHUIO BPEAOHOCHBIX IIPOrPaMM.
CbeMHbIe HOCHTEIH HHpoOpMaMU

Cremuble HocuTenu — quckersl, CD-aucku, guien-kapThl — IHUPOKO UCHOIb3YIOTCA IS
XpaHeHus U nepesadu MHGopMarum.

[Tpu 3anmycke ¢aitna, copeprkaiiero BpeIOHOCHbIH KO, CO ChbeMHOT0 HOCUTEIISI BBl MOYKETE
MTOBPEANTH TaHHBIE, XPAHAIIMECS HA BallleM KOMITBIOTEPE, a TAK)KE PACIIPOCTPAHUTh BUPYC Ha

JIpyTrue JUCKU KOMIBIOTEPA WM KOMITBIOTEPHI CETH.

Buasbl yrpos.

Yepeu (Worms)

JlaHHas KaTeropusi BpeIOHOCHBIX ITPOrpaMM JUIsl paclipOCTpaHEHUs UCTIONIb3YET B OCHOBHOM
YSI3BUMOCTH ONIEpaIlMOHHBIX cucTeM. Ha3BaHue 3TOro Kiiacca ObIJIO JaHO UCXOAS U3
CIIOCOOHOCTH uepBeil "mepenon3ars” ¢ KOMIbIOTEPa Ha KOMITbIOTEP, UCIIONb3Ysl CETH,
3JIEKTPOHHYIO IIOYTY U Jpyrue HH(popMalMoHHble KaHalbl. Takke Oxarogaps ’ToMy MHOTHE
4yepBU 00J1a/1al0T 10CTATOYHO BBICOKOM CKOPOCTBIO PACIIPOCTPAHEHHUSI.

YepBH MPOHUKAIOT Ha KOMITBIOTEP, BEIUUCIISAIOT CETEBbIE apeca IPYTUX KOMIBIOTEPOB U
pacchbUIaloT 10 3TUM ajjpecaM CBOM Komuu. [IoMHMO ceTeBbIX aJpecoB 4acTO UCIIOJIb3YIOTCS
JTAaHHbIE aJIPECHON KHUTH ITOYTOBBIX KIMEHTOB. [IpencTaBurenn 3Toro Kinacca BpeJOHOCHBIX
IporpaMM MHOT/Ia CO3Jat0T paboune (aifabl Ha JUCKaxX CUCTEMBbI, HO MOTYT BOOOIIIE He
oOpanraThCsi K pecypcaMm KOMIbIoTepa (3a UCKIIIOUEHUEM ONepaTUBHOMN MaMsITH).

Bupycwot (Viruses)

[TporpamMMsbl, KOTOpBIE 3apaXkatoT APYrHe MPOrpaMMbl — J00ABISIOT B HUX CBOM KOA, 4TOOBI
HOJIYYHTh yIIpaBlIeHHE MIPU 3alyCKe 3apa’keHHbIX (hailyioB. DTO MPOCTOE OIpeIesIeHUE JaeT
BO3MO>KHOCTb BBISIBUTb OCHOBHOE JIEWCTBHE, BHINOIHIEMOE BUPYCOM — 3apadiceHue.
Tpoanckue npozpammut (Trojans)

[TporpamMmsbl, KOTOpBIE BBIIOIHSIOT HA MOPAXKAEMbIX KOMIIBIOTEPAX HECAaHKI[MOHUPOBAHHbIE
MOJIb30BaTENIEM JACUCTBUS, T.€. B 3aBUCUMOCTH OT KaKHX-JIMOO YCIOBUI YHUUTOXKAIOT
MH(POPMALIMIO Ha JTUCKaX, MPUBOJAT CUCTEMY K "3aBHCAHHIO", BOPYIOT KOH(DUICHINAIBHYIO
uHbopMaluio 1 T.11. JlaHHBIH KJ1acC BPeIOHOCHBIX IPOrpaMM He SIBJISIETCS BUPYCOM B

TPpaAUIUOHHOM ITIOHUMAHHU 3TOTO TCpMHUHA (T.e. HEC 3apaxXacT APYTuc nporpaMmbl UIn I[aHHbIe);



TPOSIHCKHE MPOTPaMMBbI HE CITIOCOOHBI CAMOCTOSITENILHO MPOHUKATh HA KOMITBIOTEPHI U
pPacIpOCTPaHSIOTCS 3TOYMBIIUICHHUKAMH MO/ BUJIOM "TIOJIE3HOTO" MPOTrPaMMHOTO OOECTICUeHUSI.
[Ipu 3TOM Bpel, HAHOCUMBI UMH, MOKET BO MHOT'O pa3 MPEBHIIIATh MOTEPU OT TPATUITUOHHON
BUPYCHOW aTaku.

B nocnegnee Bpemsi Haubosee pacpocTpaHEHHBIMU TUIIAMH BPEJOHOCHBIX MPOTPaMM,
MOPTSIIUMH KOMIIBIOTEPHBIE IaHHbIE, CTAJIA YepBU. Jlanee mo pacrpocTpaHEeHHOCTH CIEYIOT
BUPYCHI U TPOSIHCKHE MporpaMMbl. HekoTopble BpeTOHOCHBIE TPOrpaMMBbl COBMEIIAIOT B ce0e
XapaKTePUCTHKU JIBYX WJIU JIa)Ke TPEX U3 MEePEUHCICHHBIX BBIIIE KJIACCOB.
Ilpozpammot-pexnamut (Adware)

[TporpamMMHBIii Koa, 6€3 BeZJoOMa MOJIb30BaTENIsl BKIIOUEHHBIN B IPOrPAMMHOE 00ECTIEYeHHE C
IENBI0 IEMOHCTPALNU PEKIIAMHBIX 00BbsBIIeHUH. Kak mpaBuiio, mporpaMMbI-peKiiaMbl BCTPOCHBI
B IIpOrpaMMHOe obecrieueHme, pacnpocTpansiomieecs OecruiatHo. Pexinama pacnosaraercs B
pabouem nnTepdeiice. 3auacTyro JaHHBIE TPOTPAMMBI TAK)KE COOMPAIOT U MEPETPABISIIOT
CBOEMY Pa3pabOTUNKY MEPCOHATHHYIO HHPOPMAIIUIO O MOJIb30BaTENe, U3MECHSIOT Pa3IHYHbIC
napaMmeTpsl Opay3epa (CTapTOBbIE U TOUCKOBBIE CTPAHMIIBI, YPOBHU O€30MMACHOCTH U T.1.), a
TaK)Ke CO3/1al0T HEKOHTPOJIUPYEMBIi moib30BaTeneM Tpaduk. Bee 3T0 MOKET mpUBECTH KaK K
HAPYIICHUIO MOJUTUKH 0€30MaCHOCTH, TaK U K MPSIMBbIM (DMHAHCOBBIM MTOTEPSIM.
Ilpozpammot-winuonsl (Spyware)

[IporpammHoe obecrieueHune, Mo3BOJISIONIEe COOUPATh CBEIEHUS 00 OTIAEIHHO B3ITOM
MOJIb30BaTeNe WM Opranu3anuu 6e3 ux Begoma. O HATMYUK POTPAMM-IIITHOHOB Ha CBOEM
KOMITBIOTEPE Bbl MOXKETE U HE J10Ta/ibIBaThes. Kak mpaBuiio, Leapio mporpaMM-1IIuoOHOB
ABJIAETCS:

e OTCNEXMBaHWe AeiCTBUI NoNb30BaTeNA HAa KOMMbIOTEPE;

e cHop MHPOPMALMM O COAEPKAHMUM KECTKOTO ANCKA; B ITOM C/IY4aET Yalle BCEro peyb UAET O
CKaHMPOBAHMM HEKOTOPbIX KaTasioroB U CUCTEMHOIO PEECTPa C Lie/Ibio COCTaBAeHUsA CrMcKa
nporpammHoro obecneyeHus, yCTaHOBNIEHHOTO Ha KOMMbIOTEPE;

e c6Hop MHbOPMALMM O KauecTBe CBA3M, cnocobe NOAKNOYEHMs, CKOPOCTU MOAEMA U T.4,.

Ilomenuyuansno onacnuie npunoxcenusn (Riskware)

[IporpamMMHOe obecrieueHre, KOTOpoe He UMEET KaKO-TnO0 BPpeTOHOCHOM (PYHKIIMH, HO MOXKET
OBITh HCIIOJIH30BAHO 3JI0YMBIIUIEHHUKAMH B KA4€CTBE BCIIOMOTaTeNIbHIX KOMIIOHEHTOB
BPEJOHOCHOM MPOrpamMMbl, TOCKOJIBKY COAECPKUT Opeiru v omuOku. [Ipr HEKOTOPBIX yCTOBHIX
HaJM4Me TaKUX MPOTrpaMM Ha KOMITbIOTEPE MOJIBEpraeT Ballu JlaHHble pucky. K Takum
mporpaMmmaM OTHOCSITCS, HAIIPUMEP, HEKOTOPbIE YTHIINTHI YIAJICHHOTO aJIMUHUCTPUPOBAHUS,
MPOTrpaMMbl aBTOMATHYECKOTO MEPEKIIOUCHUS pacKiiaiku KiaBuarypsl, IRC-knuentst, FTP-

CCPBCPpa, BCCBO3MOXKHbBIC YTUJIUTHI IJIs1 OCTAHOBKHU ITPOLICCCOB HUJINU CKPBITHA UX pa6OTLI.



Ete onHuM BUIOM BPEAOHOCHBIX MTPOTPAMM, SBISIOLUIMMCS MOTPAHUYHBIM ISl TAKUX IPOTPAMM
kak Adware, Spyware u Riskware, BISIOTCS TpOorpaMMBbl, BCTPaUBAIOIIHECS B yCTaHOBJICHHBIH
Ha KOMITbIOTEpE Opay3ep U MepeHanpaBIsFonme Tpaduk.

Ilpozpammoi-uuymku (Jokes)

[IporpamMMHOe oOecrieueHne, He MPUUUHSIONIEe KOMITBIOTEPY KaKOT0-IM00 MPsIMOTO BpeAa, HO
BBIBOJISIIIEE COOOILEHUS O TOM, YTO TaKOH Bpea y)Ke MPUYMHEH, T100 OyJeT NpUYHHEH NPU
KaKUX-TH00 ycroBusx. Takue mporpaMMBbl YacTO MPEAYIPEkKAAI0T TOTH30BATEINS O
HECYIIECTBYIOIIEH OMaCHOCTH, HAIPUMED, BHIBOAAT COOOIICHUS 0 (OpMATHPOBAHUH JTUCKA
(x0Tst HUKaKOTO (pOpMATHPOBAHUS HA CAMOM JIeJIe He IPOUCXONT), OOHAPYKUBAIOT BUPYCHI B
He3apaXeHHBIX (aifax u T.1.

Ipozpammot-mackuposuwguku (Rootkit)

Y TUIINTBL, UCTIOTIB3YEMBIE ISl COKPBITUSI BPEIOHOCHOM akTUBHOCTH. OHU MacKUPYIOT
BPEIOHOCHBIE MPOTPaMMBbl, UTOOBI H30€KaTh NX OOHAPYKEHHSI AHTUBUPYCHBIMHU MPOTpaMMaMH.
[TporpamMMbI-MacKUPOBIIMKH MOIU(PHUIMPYIOT ONEPALUOHHYIO CUCTEMY Ha KOMITbIOTEpE U
3aMEHITh OCHOBHBIE €€ (DYHKIIMH, YTOOBI CKPBITH CBOE COOCTBEHHOE MPHUCYTCTBHE U IEHCTBHUSA,
KOTOpBIE MPEANPUHUMAET 3I0YMBIIIICHHUK Ha 3apaK€HHOM KOMIIBIOTEpE.

Ilpouue onacuvle npozpammol

[Tporpammsl, co3aanHbIe A7 opranu3anuu DoS-aTak Ha yJaneHHBIE cepBepa, B3JIOMa JPYTruX
KOMITBIOTEPOB, & TAKXKe SBISIONINECS YaCThIO CPEIbI pa3padOTKX BPEJOHOCHOTO MPOTPaMMHOTO
obecnieuenus. K Takum nporpammam otHocsTcs xakepekue yruiuthl (Hack Tools),
KOHCTPYKTOPBI BUPYCOB, CKaHEPHI ySI3BUMOCTEH, IPOrpaMMBbl [UIs B3JIOMa IapoJieil, mpoune
BUJIBI IPOTPAMM JIJIs B3JIOMa CETEBBIX PECYPCOB WIIM IPOHUKHOBEHUS B aTAKyEMYIO CHCTEMY.
Xakepckue aTaku

Xakepckue aTaku — 3TO JEHCTBUS 31I0YMBIIINIEHHUKOB WA BPEAOHOCHBIX MTPOTPaMM,
HalpaBJICHHbIE Ha 3aXBaT WH(POPMAIIMOHHBIX JAHHBIX YAaJC€HHOTO KOMIBbIOTEpA, BHIBEICHUE

CUCTEMBI U3 CTPOS WX MOJy4YEHHUE MOTHOTO KOHTPOJISI HaJl pecypcaMu KOMIIbIOTEpA.

HeKOTOpre BU/IbI HHTCPHET-MOIICHHUYECCTBA

Quuunz (Phishing) — BuJ MIHTEpHET-MOLIEHHUYECTBA, 3aKJIFOUAIOIINIICS B PACCHLIKE
AIIEKTPOHHBIX COOOIIECHHH € 1IETBI0 KPaKU KOHPUACHITHAIBHOM HHPOpMAIIUU, KaK IPaBUIIo,
¢dbuHaHCOBOTO Xapakrepa. OUIIMHT-COOOUICHHS COCTABIISIFOTCS TAKMM 00pa3oM, 4TOObI
MaKCHUMaJIbHO MOXOUTh HAa HH(POPMAIIMOHHBIE MMChMa OT OAHKOBCKUX CTPYKTYP, KOMITAHUI
U3BECTHBIX OpeH/0B. [IncbMa cosepkaT CChUIKY Ha 3aBEJIOMO JIOXKHBIN CalT, CrieUalbHO

HO,Z[FOTOBJIGHHBII;'I 3JIOYMBINIJICHHUKAaMHU U HBJ'I?I}OH_II/II‘/'ICH KOITMEH caiTa opraHu3aluvu, OT SIKOOBI



UMEHH KOTOPO# MpHIUIO MUchMo. Ha TaHHOM caiiTe Mmoib30BaTeNIIo0 MpeIiaracTcs BBECTH,
HaIpUMep, HOMEP CBOEH KPEeTUTHOM KapThl U APYTYIO KOHPHUACHIIUATHHYIO0 HH()OPMAIIHIO.
/lo360n na nnamuvie unmephem-pecypcobl — BUJl MHTEPHET-MOIICHHUYECTBA, CBA3aHHBIN C
HECAHKIIMOHUPOBAaHHBIM UCIIOJIb30BaHUEM IUIATHBIX HHTEPHET-PECYPCOB (YaIlle BCEro 3TO BeO-
CalThI MOPHOTPaYUIECKOTO COACPIKAHUS). Y CTAHOBIICHHBIC 3JI0YMBIIIICHHUKAMHU TIPOTPaMMBI
(dialers) HHUIIMUPYIOT MOJAEMHOE COSMHEHHE C BAIIeT0 KOMITbIOTEpa Ha IIaTHBIA HoMep. Yare
BCETO HCIOJIb3yEeMble HOMEpa UMEIOT OYE€Hb BBICOKHE Tapu(bl, B PE3yNIbTaTe MOJI30BATEIh
BBIHY)KJICH OIIaYNBaTh O'POMHBIC TeJIe()OHHBIC CUETA.

Haegazuuean pexnama

Hagsi3urBast pekiiaMma — 3TO BCILIBIBAIOIIME OKHA U PEKJIAMHBIC OaHHEPbI, OTKPBIBAIOIIUECS MIPH
pabote ¢ BeO-caiitamu. Kak mpaBuiio, mHbopMaIus, coaepKaniascs B HUX, He ObIBaeT TOJIC3HOM.
JleMoHCTpaIys BCIUTBIBAIOIINX OKOH U OAHHEPOB OTBIICKAET MOJIb30BATENS OT OCHOBHBIX 337134,
yBEIMYUBaAET 00beM Tpaduka.

Cnam (Spam)

Cram — 3TO aHOHMMHAs MacCOBast PACCHITKA HEXKENIATEbHBIX MIOYTOBBIX cooOmennid. Tak,
CIIaMOM SIBJISIFOTCSI PACCBUIKH PEKJIAMHOTO, TIOJIMTUYECKOTO M arUTAIlHOHHOTO XapakTepa,
MUChMa, MPU3BIBAIOIINE TOMOYb KOMY-HUOYb. OTIENbHYIO KATETOPHUIO CIIaMa COCTABIISIFOT
MUCHhMA C MPEUIOKCHUAMHU OOHATHYUTH OOJIBIYIO CYMMY JICHET WJIM BOBJICKAIOIINE B
(MHAHCOBBIE MUPAMHUIBI, a TAKXKE MUChMa, HAIPABJIICHHBIE HA KPaKy Maposield 1 HOMEpPOB
KPEIUTHBIX KapT, MIChMa C MPOCKOOH mepeciaTh 3HAKOMbIM (HApUMED, ITUChMa CYaCThsI) U

T. . CriaM CyIIecTBEHHO YBEIMUMBAET HArPY3Ky Ha MOYTOBBIC CEPBEPA U MOBHIIIAET PUCK

notepy NHPOPMALIUH, BAXHOH JUISI ITOJTb30BATEIIS.

Ipusnaku 3apaxeHust

EcTb psan npu3HakoB, CBUIETEIIBCTBYIOMIMX O 3apaKEHUU KOMIIbIOTEpa. Eciin Bel 3aMedaeTe, 4To
C KOMIBIOTEPOM MPOUCXOAAT ""cTpaHHbIE" BEILU,  UMEHHO:
e Ha 3KpaH BbIBOAATCA HENpPEeAYyCMOTPEHHble coobLueHns, n3obparkeHns nAMbo BoCNponsBoaATCA
HenpeayCMOTPEHHbIe 3BYKOBbIE CUTHAbI;
e HeOXWOaHHO OTKpbIBaeTCcA U 3aKkpbiBaeTca NoToKk CD/DVD-ROM-ycTpoiicTBa;
e pPOM3BO/ILHO, €3 BalLero y4acTus, Ha BaleM KOMMbloTepe 3anyCcKatoTca Kakue-nmbo
nporpammsil;
e  Ha 3KpaH BbIBOAATCA NpeaynpeXaeHNA O NOMNbITKE KAKOW-1MH0 M3 Nporpamm Ballero
KOMMbOTEPA BbIATU B UHTEPHET, XOTA Bbl HUKAK HE MHULIMMPOBA/IN TaKoe ee NoBeAeHMe,
TO, C OOJIBIIION CTENIEHBIO BEPOATHOCTH, MOYKHO TPE/IITOIOKHUTh, YTO Balll KOMITBIOTEP MOPAKEH

BHUPYCOM.



Kpome Toro, ecth HEKOTOpPBIE XapaKTepHbIEC MPU3HAKU TOPAKEHUS BUPYCOM Uepe3 MOUTY:
e [py3bA UAM 3HAKOMble FOBOPAT BaM O COOBLLEHUNAX OT BaC, KOTOPbIE Bbl HE OTNPABAANN;
e B BALIEM NOYTOBOM ALMKE HaxoaUTcA 6o/bLIOE KONMYECTBO coobLLeHnii 6e3 obpaTHoro agpeca
M 3arofioBKa.
Crnenyetr OTMETHUTh, YTO HE BCEra TaKUe MPU3HAKU BBI3BIBAIOTCS MPUCYTCTBUEM BUPYCOB.
Wuoraa oHu MOTYT OBITH CIIEICTBUEM JIPYTUX MpHunH. Hampumep, B ciaydae ¢ mouToM
3apa)K€HHbIE COOOIIEHHSI MOTYT PAaCChUIATHCS C BAlllMM OOpPaTHBIM aJ[PECOM, HO HE C BaIlIeTo
KOMIIBIOTEPA.
EcTb Take KOCBEHHbBIC MPU3HAKHU 3apaKEHUS BaIllero KOMIIbIOTEpa:
e yacTble 3aBUCaHMA M cboun B paboTe KOMNbIOTEPA;
e MepsieHHasa paboTa KoMMbloTepa Npwu 3amnycke NPorpamm;
e  HEBO3MOMHOCTb 3arpy3Ku onepaLnoHHON CUCTEMBI;
e UMcYye3HoBeHMe (aliNoB M KaTaNoroB UM UCKAXKEHME UX COLEPHKUMOTO;
e yacToe 0bpalLEeHME K }KECTKOMY OMCKY (4acTO MMUraeT 1amnoyka Ha cucTeMHom 6/10Ke);
e Beb-6paysep (Hanpumep, Microsoft Internet Explorer) "3aBucaet" nnu segert cebs
HeoXnAaHHbIM 06pa3om (Hanpumep, OKHO NPOrpaMmbl HEBO3MOXKHO 3aKPbITb).
B 90% cnyuyaeB Hasin4yrie KOCBEHHBIX CHMIITOMOB BbI3BaHO COOEM B anmapaTHOM WM

nporpaMmmMHOM o0ecrieueHHH.

Yto gesiaTh NPpU HATUYUM NPU3HAKOB 3apaKeHU s

Ecnuv Bbl 3aMmeTUK, YTO Ball KoMnNbloTep "BeaeTt cebsa nogospuTenbHo",

1. OTKAOUYMTE KOMMbIOTEP OT MHTEPHETA U NIOKANIbHOM CETU, ECNIM OH K HEl Bbla NOAKIOYEH.

2. Ecnv cumnToM 3apa’KeHus COCTOMT B TOM, YTO Bbl HE MOKETE 3arpy3mnTbCA C }KECTKOTO AMCKa
KOMMbloTepa (KoMnbtoTep BblAAET OLUIMOKY, KOTAa Bbl €ro BK/AOYAETe), NoNpobyinTe 3arpy3nTbea
B peXMme 3almTbl oT cOoeB UM C ANCKA aBapuiMHoM 3arpy3ku Microsoft Windows, KoTopblit Bbl
€034aBann NPU YCTaHOBKE OMNEepPaLnoHHOM CUCTEMbI Ha KOMMbIOTEP.

3. T[pexage yem npegnpuHUMaTb Kakne-a1mbo AencTBUA, COXPaHUTE pe3y/ibTaTbl Bawel paboTbl Ha
BHELWHWNIM Hocutenb (anckety, CD-auck, new-KapTty 1 np.).

4. YcTaHOBUTE aHTUBUPYCHYIO NPOrpammy, ec/iv Bbl 3TOrO eLle He caenanu.

5. O6HoBMUTE CUTHATYpY Yrpo3 nNporpammsbl. ECM 3TO BO3MOXKHO, ANS UX NOyYEeHUs BbIXOAUTE B
MHTEPHET He CO CBOEro KOMMbIOTEPa, a C He3apa*KeHHOro KOMMboTepa Apy3el, MHTepHeT-Kade,
C paboTbl. /lyylle BOCMNO/b30BATLCA APYTMM KOMMbIOTEPOM, MOCKOJIbKY NPW NOAKNOYEHUN K
WMHTEPHETY C 3apa*KeHHOro KOMMbOTEePa eCTb BEPOATHOCTb OTNPABKM BUPYCOM BayKHOM

MHOPMaLUN 310YMbILLIEHHUKAM UM PacNpOCTPAHEHMA BMPYCa NO aJpecam Balleil afpecHoM



KHUrn. UmeHHo Nno3TOMY NPU NOA03PEHNN HA 3apaXKeHne nyylie BCero cpasy OTKAKYUTbCA OT
WUHTEPHETA.

6. 3anycTuTe NOHYIO NPOBEPKY KOMMbIOTEPA

IMpodunakruka 3apakeHus

Hukakue caMble HaJie)KHbIE H pa3yMHBIE MEPHI HE CMOTYT 00€CTIEUYUTh CTOMPOIEHTHYIO 3aIlUTy
OT KOMITBIOTEPHBIX BUPYCOB U TPOSHCKUX MPOTPaMM, HO, BBIPaOOTaB JJIsl ce0sl psi/i IPABHII, BBI
CYILIECTBEHHO CHU3UTE BEPOSITHOCTh BUPYCHOM aTaku U CTENEHb BO3MOXKHOTO yiepoa.
OHUM 13 OCHOBHBIX METOJIOB OOPHOBI C BUpYCAMU SIBIISIETCS CBOCBPEMEHHAS NPOPDUIAKMUKA.
KomnrorepHast nmpoduiakTika COCTOUT M3 HEOOIBIIOTO KOJTUYECTBA MTPABIII, COOTIOACHNE
KOTOPBIX 3HAUUTETLHO CHUKAET BEPOSITHOCTH 3apa)KEHUSI BUPYCOM U MOTEPU KAKUX-JTHOO
JTAHHBIX.
Hwxe nepednciienbl OCHOBHBIE TTpaBuiia 0€30MMacHOCTH, BBITIOJIHEHHE KOTOPHIX TTO3BOJTUT
n30eratb BUPYCHBIX aTak.
IIpaBuio Ne 1: sawumume komnviomep ¢ NOMOWBIO AHMUBUPYCHBIX NPOZPAMM U NPOCPAMM
bezonacnoii pabomel 6 unmepreme. J1ns 31010:

e besoTnaraTeNnbHO YCTaHOBUTE aHTUBUPYCHYIO NPOrpammy.

e PerynapHo 06HOBAAITE CUrHATYPbI YrpO3, BXOAALLME B COCTAB MPOrPaMmbl.

Mpasuno Ne 2: 6ydeme ocmopoxcHbl MPU 3aNUCU HOBbIX OAHHbIX HAO KOMIbloMep:

e [lpoBepsiiTe Ha NPUCYTCTBME BUPYCOB BCE CbEMHbIE AUCKK (ancKeTbl, CD-AUCKK, daell-KapTbl U
np.) nepes Ux UCNosb3oBaHMUEM.

e OCTOpPOXKHO 06palLafiTeEC C MOYTOBLIMM COOBLLEHUAMM. He 3anycKaiTe HMKaKux $aiinos,
npuLeaWwnx Nno noyTe, ecn Bbl He YBEPEHbI, YTO OHWU AENCTBUTENbHO AO/IKHbI BbIAN NPUNTK K

BaMm, gaxe eC/imt OHU OTnpaB/sieHbl BalWMMUN 3HAKOMbIMMU.

. BHUMaTeNbHO OTHOCUTECH K VIHd)OpN\aLI,I/IM, FIOﬂy‘-IBEN\OI\/JI M3 UHTEPHETA. Ecnu c Kakoro-nmbo Beb-

CcainTa Bam npeagnaraeTcAa yCtraHoBUTb HOBYHO Nporpammy, 06paTVITe BHMMaHUWE Ha Ha/IMYUNE y HEEe

cepTudmKaTa 6e30nacHoOCTH.
e Ecnv Bbl KONWpPYeTe U3 UHTEPHETA UM JIOKaNIbHOW CETU UcnoNHAEMbIN dalin, obasaTesbHO
NpoBepbTe €ro C NOMOLLbBIO AaHTUBMPYCHOM NPOTrPaMMbI.
e BHMMaATENbHO OTHOCUTECH K BbIDOPY NOCELLaeMbIX BAMU MHTEPHET-pecypcoB. HekoTopsbie 13
CaMTOB 3apaKeHbl ONACHbIMWU CKPUNT-BUPYCAMUN AN UHTEPHET-YEePBAMMU.
IpaBuio Ne 3: nonssytimecs cepgucom Windows Update v perynsipHO yCTaHABIIMBaWTE
00HOBJIEHH onepallnoHHON cucteMbl Microsoft Windows.
IIpaBuso Ned: noxynaiime oucmpubymuenvle KOnuu NPOSPAMMHO20 0becnedenus y

ouyuanvbHuIX NPOOAsYos.



IpaBuino Ne 5: oepanuuvme xpye nooetl, 00nyweHHbIX K pabome Ha 8auiem KOMNbomepe.
IIpaBuio Ne 6: ymenvuiume puck HenpusmHuix HOC1e0CMEUL 03MONCHO20 3aPAIHCEHUSL

e CBOEBPEMEHHO JenaiiTe pe3epBHOE KONUPOBAHWUE AAHHbIX.

e Co3paiTe AMCK aBapPUIMHOrO BOCCTAHOBAEHUA, C KOTOPOTO NpY HEOBXOAMMOCTU MOXKHO byaeT

3arpy3unTbCs, UCNOJIb3yA "YMUCTYIO" ONepPaLMOHHYI0 CUCTEMY.

IIpaBuno Ne 7: peeynapro npocmampusaiime cnucox yCmaHo81EHHbIX NPOSPAMM HA aAuleM
Komnbiomepe. J{11s 5TOTO BBl MOXKETE BOCIIOJIB30BATHCS TYHKTOM Y CTAHOBKA/y1ajIeHue
nporpamm B [laHes M HHCTPYMEHTOB WJIH MTPOCTO TPOCMOTPETH COJIEP)KMMOE KaTaiora

Program Files, karajora aBTo3arpy3KH.

OcHOBHbBIE aHTUBUPYCHbIE IIPOIPAMMBI:
1. Norton Antivirus
Dr. Web

2

3. Kaspersky Antivirus
4. NOD 32
5
6

Mc Afee

Panda Antivirus



http://www.novirus.ru/?a=vendors&b=7
http://www.drweb.com/
http://www.kaspersky.ru/
http://www.novirus.ru/?a=vendors&b=4
http://www.mcafee.ru/
http://www.viruslab.ru/products/detail.1871.html

